We have good models and frameworks for security and risk management. Why are major cyber
incidents so prevalent? This collaborative discussion will explore the following ideas:

e The Target breach highlighted the importance of vendor management. How does this new
breach change your approach to evaluating and managing vendor access to your
environment?

« Resilience and trustworthiness are overlooked requirements for the systems and services we
depend upon. How are you emphasizing and applying system security engineering practices?

e You cannot protect what you don’t understand. When was the last time you reviewed the
documentation of your business processes something like TOGAF to make sure you
understand how everything is connected and why it exists?

« Relationships matter. Given the intertwined relationship between security and IT, do they work
as an alliance or as adversaries in the business?

o Up to 85% of targeted attacks are prevented by whitelisting, removing admin privileges, and
timely patching. How well is your threat and vulnerability management program working?
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